/1 Network Security - Assignnent # 2
/1 by- Harsh & Nishtha
/1l Key generation for RSA

i mport java.io.*;

i mport java.security.spec.*;
i mport java.security.*;

i mport javax.crypto.?*;

i mport javax.crypto.spec.*;

public class keygen

kpl, kp2;

PrivateKey privl, priv2
Publ i cKey publ, pub2;

{
KeyPai r
String
String
String
public
{
}
public
{
("ICE");

KeyFi | el="key. pair";
KeyFi | e2="key. pub";
KeyFi | e3="key. pri";

voi d set KeyNanme(String fil enane)

KeyFilel = filenane + ".pair";
KeyFile2 = filenane + ". pub";
KeyFile3 = filenane + ".pri"

voi d KeyGeneRation()
try{
/I KeyPai r Gener at or kpg=KeyPai r Gener at or. get | nst ance

KeyPai r Gener at or kpg=KeyPai r Gener at or. get | nst ance(" RSA") ;
/1 KeyPai r Gener at or kpg=KeyPai r Gener at or . get | nst ance

("DiffieHel  man"):

/ I KeyPai r Gener at or kpg=KeyPai r Gener at or. get | nst ance

(" SHALwi t hRSA") ;

("DSA');

(KeyFilel);

(fkeypairs);

(KeyFil e2);

(fkeypubs);

/| KeyPai r Gener at or kpg=KeyPai r Gener at or . get | nst ance

kpg.initialize(1024);

kpl = kpg. gener at eKeyPai r () ;

privl=kpl. getPrivate();

publ=kpl. get Public();

/1 Saving Key Pair

Fi | eQut put St ream fkeypai rs = new Fi | eQut put St ream

hj ect Qut put St ream ookeypairs = new Obj ect Qut put St ream
ookeypairs. witeCbject(kpl);

/1 Saving Public Key

Fi | eQut put St ream f keypubs = new Fi | eQut put Stream

hj ect Qut put St r eam ookeypubs = new Obj ect Qut put St r eam

ookeypubs. write(oj ect (publ);



(KeyFi |l e3);

(fkeyprivs);

}

}

/1 Saving the private Key

Fi | eQut put St ream fkeyprivs = new Fi |l eQut put Stream
hj ect Qut put St ream ookeyprivs = new Obj ect Qut put St ream
ookeyprivs.witeQbject(privl);
ookeypairs. flush();
ookeypubs. fl ush();

ookeyprivs. flush();
ookeypai rs. cl ose();

ookeypubs. cl ose();
ookeyprivs. cl ose();

cat ch(Exception e){

}

Systemout.println(e);

return;

/I Readi ng Keypair

public void KeyRead()

{

try{

/'l KeyPair Read

System out . printl n("Readi ng. .

Fil el nput Stream fi sl=new F|IeInputStrean(KeyFllel)
hj ect | nput St ream oi s1=new Cbj ect | nput St rean(fisl);

kp2=(KeyPai r) oi s1.readhj ect();
System out. println("Your Key Pair:"+kp2);

/1 Public Key Read

Fi l el nput Stream fi s2=new Fi |l el nput St rean{ KeyFi |l e2);
hj ect | nput St ream oi s2=new Cbj ect | nput St rean(fi s2);

pub2=(Publ i cKey) oi s2. readObj ect () ;
System out. println("Your Public Key :"+pub2);

/1l Private Key Read

Fi l el nput Stream fi s3=new Fil el nput St rean{ KeyFil e3);
hj ect | nput St ream oi s3=new Cbj ect | nput St rean(fi s3);

priv2=(Privat eKey)oi s3.readj ect();
Systemout.println("Your Private Key :"+priv2);

}
cat ch(Exception e){

Systemout.println(e);



public PrivateKey getprivatekey() throws Fil eNot FoundExcepti on,
| OException, O assNot FoundExcepti on

return priv2;

}

public PublicKey getpublickey() throws Fil eNot FoundExcepti on,
| OException, O assNot FoundException

return pub2;

}

public static void main(String args[]) throws
Fi | eNot FoundExcepti on, | OException, C assNot FoundException

keygen app = new keygen();
app. set KeyNanme( " BankKey") ;
app. KeyGeneRati on();

app. KeyRead() ;
Systemout.println("\n\nprivate here "+app. getprivat ekey

());
Systemout.println("public here" +app.getpublickey());
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